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Abstract: Social Engineering, in view of the current dependence of information systems and 

information and communication technologies organizations, is of great interest in creating 

conditions, in order to reduce the threats and vulnerabilities, to which organizations are 

exposed. Thus, Social Engineering is considered to have emerged as a serious threat in virtual 

communities and is an effective way of attacking information systems, by creating conditions 

in order to jeopardize business continuity. The article presents the problem in the field of 

Information Security, emphasizing concerns in the field of Social Engineering in view of the 

vulnerabilities to which the generality of organizations is exposed. The research methodology 

adopted is Design Science Research, given the specificity of the problem. The main results are 

the literature review in the field of Social Engineering, with special emphasis on attack models 

and a reflection of the real-world professional experience.  
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INTRODUCTION 

 

urrently, the majority of organizations are dependent on their Information Systems (IS), 

supported by the Information and Communication Technologies (ICT). It is considered 

that this interdependency is often scaled up and organizations are exposed to various 

vulnerabilities. 

 

Therefore, the problem surrounding the issues concerning Information Security (InfoSec), is 

of particular interest, namely Social Engineering. It is considered that the services used by the 

organizations stakeholders enhance the preparation of spaces for sophisticated attacks of Social 

Engineering (ES). 

 

The analysis of the national legal framework and relevant international regulations/standards 

in this field may be of interest in the sense of systematizing knowledge. It is considered that 

the analysis of ISO/IEC 27001:2013, ISO/IEC 27002:2013 and ISO/IEC 27008:2019 standards 

may constitute added value in identifying components to be included in a Framework, in which 

the social engineering problem is systematized. 

 

The Design Science Research (DSR) methodology was adopted as a theoretical basis for 

sustaining the scientific validity for the elaboration of this work (Peffers, Tuunanen, 

Rothenberger, & Cha, 2007). Because it is a research methodology indicated for research 

projects in technologies and information systems and systems architectures, (Ferreira, Ferreira, 
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Silva, & Carvalho, 2012), inherent to the activity design ensures in this way, discipline, rigor 

and transparency, (Pedro, 2015), cited by, (Lacerda, Dresch, Proença, & Antunes Júnior, 2013). 

It is a widely used methodology in the domain of IS because it has the necessary iterations for 

the development of the artifact, in order to be possible to define a framework. 

 

SOCIAL ENGINEERING 
 

Is considered that ES has emerged as a serious threat in virtual communities and is an effective 

means of attacking IS. The services used by employees enhance the preparation of spaces for 

sophisticated ES attacks. The growing trend towards Bring Your Own Device (BYOD) policies 

and the use of online communication and collaboration tools in private and business 

environments worsen the problem (Krombholz, Hobel, Huber, & Weippl, 2015). An ES attack 

aims to exploit vulnerabilities using various manipulation techniques to obtain sensitive 

information. ES's dominance is still in the early stages, regarding formal definitions, attack 

frames and attack models (Mouton, Leenen, & Venter, 2016). 

 

ES attack models generally cover the three types of communication, namely two-way 

communication, one-way communication, and indirect communication. To perform 

comparative studies of different models, processes and frameworks, it is necessary to have a 

formalized set of scenarios of ES attacks that are fully detailed in all phases and stages of the 

process. ES attack models are converted to ES attack scenarios, populating the model with 

individuals and objects from real-world examples, maintaining the detailed flow of the attack, 

as provided in the model, (Mouton, Leenen, & Venter, 2016). 

 

Decreased personal interaction combined with a multitude of tools used for communication 

(email, IM, Skype, Dropbox, LinkedIn, Lync, etc.) create new attack vectors for ES attacks. 

Attacks on companies show that targeted phishing attacks are an effective and evolving step in 

ES attacks that constitute a dangerous weapon that is often used by advanced persistent threats 

(Krombholz, Hobel, Huber, & Weippl, 2015). 

 

A phishing attempt is an example of an attack ES. As in a banking institution or other 

organization where you have an account, ES uses this method and may use company logos or 

information about you to appear as a legitimate user (Srivastava, Walker, & Olson, 2015). 

 

Semantic attacks are the specific type of ES attacks that mislead technical defenses by actively 

manipulating the characteristics of objects, such as platform or system applications, to trick 

rather than directly attack the user. Generally observed examples include URL's, phishing 

emails, drive-by downloads, fake websites and scareware (Heartfield & Loukas, 2015). 

 

It is considered that the methods and systems of ES attack deployment include: extracting one 

or more non-semantic data items from an incoming e-mail;  determine whether non-semantic 

data correspond to the information stored in a previously collected information database; 

conducting behavioral analyses on one or more items of non-semantic data; analyzing semantic 

data associated with e-mail to determine whether non-semantic data corresponds to one or more 

patterns associated with malicious emails; and based on determination, realization and analysis, 

identifying email as potentially malicious or non-malicious, may constitute added value, 

(Srivastava, Walker, & Olson, 2015). 
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SOCIAL ENGINEERING ATTACK MODELS 

 

Current studies aim to demonstrate the usefulness of ES Attack Frameworks in preventing ES 

attacks. One of these studies, released by (Mouton, Leenen, & Venter, 2016), states that when 

a question is posed to the potential victim of attack, it is very important that they identify, 

without any doubt, what information is being requested. 

 

Figure 1. Social Engineering Attack Deployment Model 

 

 
 

Figure 1 presents a proposed model in order to identify the possibility of facing an Attack of 

ES. In view of the study carried out, it is emphasized that the Framework is in the initial phase 

of development. The Framework will be multidisciplinary and aggregator of international 

standards, legal framework, recommendations, guiding and supporting stakeholders in the 

selection and definition of controls that ensure the security of organizational information and 

avoid possible attacks of Social Engineering. The framework under development has the 

objective to incorporate the valences underlying the scientific vision under study in the field of 

theme, but also the organizational practices defined as well as incorporate the practical know-

how obtained in the international context. 



  

188 

 
LIMEN 2020 

Conference Proceedings 

FUTURE RESEARCH DIRECTIONS 

 

As ICT evolves, ES attacks become increasingly frequent. It is also considered imperative to 

include, in this context, the sustainability concerns of ICT, (Silveira & Reis, 2020) and (Reis, 

et al. 2020). In this sense, ES is able to implement strategies for manipulating people's minds 

to obtain private information, instead of attempting the attack on security devices. It is 

advocated that a set of strategies should be delineated, so that people are aware of the problems 

of InfoSec, namely likely attacks of ES.  

 

In view of the studies analyzed, it is also concluded that most incidents with InfoSec are related 

to processes and human behavior itself, to the detriment of more technical issues. The prospects 

for future work are intended to continue the development of the Framework within the InfoSec 

Framework, more specifically in the area of ES, which allows the understanding and 

integration of issues related to ES, in order to allow the definition of strategies (Lopes & Reis, 

2021).  

 

CONCLUSION 

 

It is considered that in view of the increasing dependence on ICT businesses, organizations are 

generally vulnerable in the field of InfoSec. In this sense, and face to the studies analyzed, it is 

also concluded that most incidents with InfoSec are related to processes and human behavior 

itself, rather than technical issues. 

 

Regardless the importance and pertinence of the development of a multidisciplinary framework 

and aggregator of a set of valences, it has the intention of contributing to brist gaps in this field 

of knowledge. 

 

The future work perspectives are intended to continue the development of the Framework 

within the InfoSec field, more specifically in the area of ES, which allows understanding and 

integrating issues related to ES, helping in the definition of strategies and optimizing the 

practices currently established in organizations. 
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