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1. INTRODUCTION

As cyber attacks become more common and sophisticated, organizations, governments, and
individuals face substantial difficulties that necessitate novel methods to protecting sensitive
data and critical infrastructure. Traditionally, security vulnerabilities are addressed after a threat
has occurred, resulting in severe financial losses, reputational harm, and operational interrup-
tion. This reactive strategy emphasizes the critical need for a paradigm change to more proactive
security measures.

Secure by design (SbD) is a transformational approach to software development that emphasizes
the incorporation of security measures from the beginning of the program lifecycle. SbD aims to
prevent vulnerabilities before they occur by embedding security into the basic design of systems,
lowering long-term risks and increasing software resilience. While the theoretical benefits of SbD
have been widely debated, actual proof of its practical efficiency across many industries is limited.

The purpose of this research is to explore and analyse the use of SbD approach in various sectors
by assessing the effectiveness of its principles as outlined by the Cybersecurity and Infrastructure
Security Agency (CISA), in reducing software vulnerabilities. We investigate the applicability
of these principles in a variety of organizational situations by analyzing real-world case studies.
The case studies include systems from a variety of sectors where SbD principles were either suc-
cessfully implemented or neglected, allowing for a comparative analysis of security outcomes. By
evaluating these situations, this study aims to shed light on how successful SbD is at minimizing
vulnerabilities as compared to standard, reactive security techniques.
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2. BACKGROUND AND LITERATURE REVIEW
2.1. Secure by Design Overview

SbD is a proactive software engineering philosophy that emphasizes integrating security into the
core architecture and development processes from the very beginning of the software lifecycle.
The concept of SbD aims to minimize vulnerabilities and risks by ensuring that security is embed-
ded throughout every phase of system development, from initial design through deployment and
maintenance. According to Del-Real et al. (2024), SbD can be defined as “an engineering approach
that aims to protect software systems, privacy, and identity from vulnerabilities, attacks, breaches,
and threats. It involves considering security in the early stages of the lifecycle and embedding it
into software, architecture design, systems, and products by developers.”

SbD contrasts sharply with traditional, reactive approaches to security, where vulnerabilities are
addressed only after they are discovered or exploited. As cybersecurity threats evolve in com-
plexity, traditional methods of post-deployment patching and vulnerability scanning are often
insufficient to protect systems from emerging risks. The Cybersecurity and Infrastructure Security
Agency (CISA) advocates for SbD as a cornerstone of secure software development practices,
emphasizing the importance of integrating security into the system’s design, architecture, and
software development process to reduce potential attack surfaces before they can be exploited.

2.2. Integration of Secure by Design in Industry Practices

SbD ideas have been embraced and promoted by prominent industry frameworks and organizations.
The Security Development Lifecycle (SDL), a framework created by Microsoft to incorporate
security milestones across the whole development process, incorporates SbD (Microsoft, 2022).
The SDL includes phases like threat modeling, security testing, and code review, all aimed at
ensuring vulnerabilities are identified and mitigated as part of the development process rather
than as an afterthought. The SDL’s approach highlights the necessity of considering security at
every stage of software development to reduce risks and prevent security flaws from making their
way into production.

Similarly, the Open Worldwide Application Security Project (OWASP) promotes and encourages SbD
and has provided a set of practices, including threat modeling, secure coding standards, automated
security testing, and the Software Assurance Maturity Model (SAMM). These practices support
the notion that secure software development is inherently a preventive process, where security
should be incorporated into the software development lifecycle and not be tacked on afterward.
The OWASP SAMM model offers a maturity model for assessing an organization’s software
assurance practices and improving them over time to align with SbD principles (OWASP, 2019).

2.3. Evolution of Secure by Design

Early security practices relegated security concerns to secondary roles, often prioritizing func-
tionality over protection. The major breaches of the late 1990s and early 2000s underscored the
inadequacy of reactive security measures and motivated a shift toward more proactive approaches,
such as Microsoft’s SDL and OWASP’s SAMM (Howard & Lipner, 2006). The advent of DevSecOps
in the 2010s further revolutionized SbD by integrating security tools into continuous integration
and continuous delivery (CI/CD) pipelines. As of this change, developers, security experts, and
operations teams started to share the responsibility among them and integrate security during the

140



Evaluating the Effectiveness of Secure by Design in Reducing Software Vulnerabilities _

coding and testing phases. This is also known as the “shift left” movement promoted by DevSe-
cOps, which highlights the importance of addressing security from the early stages of the software
development process. The aim of the “shift left” movement is to reduce vulnerabilities and improve
overall system resilience. DevSecOps has demonstrated how automation and collaboration can
make SbD principles a seamless part of modern development workflows, therefore reducing the
risk of security vulnerabilities.

2.4. Comparing Secure by Design and Traditional Approaches

Security issues, in traditional software development, are frequently addressed only after systems
are developed and deployed. This has resulted in being very expensive and disruptive. For instance,
post-deployment vulnerability scanning, penetration testing, and patching are commonly used to
find and address issues that were missed during development. The “Cost of a Data Breach Report
2024 (IBM, 2024) states that companies that do not incorporate security into the design and
development stages of a project will have to pay much more to cope with breaches. According to
the research, the average cost of a data breach for businesses that do not follow secure-by-design
guidelines is $4.45 million, but for those that do, the costs are lower.

In contrast, SbD offers several distinct advantages over traditional methods:

Cost efficiency: Integrating security measures in the software development lifecycle minimizes
the costs of detecting and correcting problems after the software has been deployed and is oper-
ational. According to studies, the cost of repairing a fault increases as the program develops. In
their report, Functionize (2023) notes that the cost of finding and resolving problems increases
considerably as time progresses through the software development life cycle. Correcting issues
identified after the product has been deployed may be exceedingly expensive and risky, costing
substantially more than correcting them early on. These findings highlight the financial benefits
of following Secure by Design principles, which advocate for including security measures from
the start of the software development process.

Risk reduction: SbD minimizes the attack surface by integrating security controls such as encryp-
tion, access control, and secure coding practices into the system’s design. The 2024 Data Breach
Investigations Report of Verizon (2024) presents reliable evidence that shows that systems designed
with security as a main consideration are less likely to suffer from data breaches, given that secu-
rity is built throughout the whole development lifecycle. This proactive strategy contrasts with
reactive approaches, which frequently leave vulnerabilities neglected until they are exploited.

Operational stability: SbD ensures that security is built into the system, which reduces the need
for emergency fixes and hot patches. Sommerville (2016) argues in his book that actions such as
patch deployments can cause system instability and downtime. SbD mitigates this risk by detecting
and correcting security concerns early on, resulting in a more stable and robust system.

3. CASESTUDIES AND ANALYSIS

The case studies chosen for this study attempt to give a deep comparative examination of SbD
concepts used in the software development lifecycle, with an emphasis on real-world examples
where these principles were and were not used in reality. The selection of these case studies is based
on CISA’s framework “Shifting the Balance of Cybersecurity Risk: Principles and Approaches
for Security-by-Design and -Default” (Cybersecurity and Infrastructure Security Agency, 2023),
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which identifies key SbD principles and tactics. This study does not include all principles, but
focuses mainly on those principles that are directly linked to the development, design, and deploy-
ment stages of the software lifecycle. Each selected principle is illustrated through a pair of case
studies, one where the principle was effectively implemented and another where it was neglected.

3.1. Criteria for Case Study Selection

Relevance to SbD principles: Each case study is closely related to one of the principles listed in
the CISA framework, with one exhibiting effective implementation and the other stressing its lack.

Industry representation: The case studies cover a range of industries to guarantee that the find-
ings are applicable across settings, providing insights into how SbD concepts may be applied to
a variety of operating scenarios.

Real-world relevance: The case studies selected are based on real-world cases; from breaches to
successful implementations of SbD concepts.

3.2. Case Studies Analysis
Principle 1: Memory-Safe Programming Languages

Dropbox file sync engine: Dropbox’s has managed to guarantee strong security and system
dependability by using the Rust programming language for its file sync engine. Rust’s compile-time
memory safety, which prevents vulnerabilities like buffer overflows and null pointer dereferences,
are well aligned with Dropbox’s multi-layered security policy. This includes secure data transport
via SSL/TLS and data at rest encryption with AES-256 (Dropbox, 2024). Dropbox is using memory
safety concepts effectively and has decreased vulnerabilities and improved the dependability of
its sync engine by moving crucial components to Rust. Rust is a systems programming language
created by the Mozilla Foundation, that provides low-level control with tight safety checks. This
makes it particularly suitable for high-security, performance-critical applications like Dropbox’s
infrastructure (Saykol & Uzlu, 2017).

Windows Server Message Block (SMB) Protocol — WannaCry Attack: WannaCry Attack:
The WannaCry ransomware attack, which occurred in May 2017, exploited a weakness in the
Windows Server Message Block (SMB) protocol, specifically SMBv1. This vulnerability, known
as CVE-2017-0144, enabled remote execution of arbitrary code on computers. The hacker known
as Eternal Blue published the weakness, known as EternalBlue. This allowed WannaCry to spread
quickly over worldwide networks. It impacted approximately 200,000 systems in more than 150
countries, causing substantial disruption in industries such as healthcare, telecommunications,
and manufacturing, with estimated damages totaling billions of dollars (Cybersecurity and Infra-
structure Security Agency, 2017). The underlying cause of this attack was a flaw in the SMBv1
protocol’s handling of specially crafted packets. The vulnerability could have been mitigated if
the protocol had been written in a memory-safe language, such as Rust, which enforces strict
compile-time memory safety checks to prevent issues like buffer overflows—one of the primary
causes of such security breaches. CISA’s report on the WannaCry attack stresses the importance
of timely patching and security measures to protect against similar vulnerabilities, underscor-
ing the risks associated with non-memory-safe languages like C, which is prone to such errors
(Cybersecurity and Infrastructure Security Agency, 2017).
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Comparison: The use of memory-safe programming with Rust by Dropbox has dramatically
improved memory safety and vulnerability reduction by preventing buffer overflows and null
pointer dereferences at compilation time. As a result, there is a more secure and dependable system,
as the possibility of exploitation is reduced. In contrast, the WannaCry attack on Windows, that
exploited a flaw in the SMBv1 protocol built in C, shows the impact on system security when
memory safety is not addressed. The attack, which spread quickly, illustrated how weaknesses in
memory management in non-memory-safe languages may result in catastrophic breaches.

Principle 2: Secure Hardware Foundation:

Apple’s Secure Enclave in iPhones: Apple’s use of the Secure Enclave in its iPhones demonstrates
the need of including secure hardware to safeguard sensitive data. The Secure Enclave is a special-
ized subsystem included in the iPhone’s A-series CPUs. It is designed to protect sensitive data such
as fingerprints, facial scans, and encrypted keys. This hardware guarantees that such data is kept
separate from the main processor and safeguarded from both software-based assaults and flaws
in the operating system or third-party programs. The Secure Enclave uses fine-grained memory
protection and secure processing capabilities, making it far more difficult for attackers to access
this critical data, even if the device is hacked. Apple’s Secure Enclave provides a strong layer of
defense against unwanted access by using hardware-based security mechanisms, which aligns with
a Secure by Design (SbD) strategy to improve user privacy and system integrity (Apple, 2023).

Meltdown and Spectre Vulnerabilities in Intel Processors: The Meltdown and Spectre vulnerabil-
ities, discovered in 2018, exposed fundamental flaws in the design of modern processors, particularly
those manufactured by Intel. These vulnerabilities exploited speculative execution, a performance
optimization feature in processors, to bypass traditional memory protections and gain access to sen-
sitive kernel memory (Lipp et al., 2018; Intel, 2018). Attackers were able to access critical data from
other processes, resulting in serious security breaches. The Meltdown issue may have been avoided
if hardware-based secure memory segregation were used for processors. To fix this issue, extensive
patching were implemented, accompanied by performance degradation of the impacted computers,
highlighting the implications of failing to incorporate secure hardware features from the start. These
vulnerabilities were discovered by many researchers who analyzed the case. Their findings have been
documented in the Meltdown research paper (Lipp et al., 2018). Intel issued a statement, highlighting
the severity of the vulnerabilities and stressing for immediate remediation (Intel, 2018).

Comparison: When SbD principles are applied, like in the case of Apple’s Secure Enclave, secu-
rity is incorporated directly into the hardware. This ensures that sensitive data is segregated and
shielded from software flaws. This proactive design lowers the danger of unwanted access while
increasing system resilience. In contrast, the lack of such safe hardware features, as illustrated
by Meltdown and Spectre, exposes systems to serious security vulnerabilities. Without built-in
protections, attackers were able to overcome memory safeguards and get access to critical data,
resulting in broad exploitation and costly mitigations. These differing approaches highlight the
vital need to incorporate security into hardware throughout the design phase.

Principle 3: Web Template Frameworks

Django: Django is a popular Python online framework and it is known for its safe coding practices,
particularly in its template system. It lowers the danger of XSS by automatically escaping user
input in templates. This guarantees that harmful scripts cannot run in the user’s browser since any
data rendered in the template is automatically escaped. Django’s template engine escapes special
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characters such as <, >, and &, thus preventing them from being read as HTML or JavaScript.
Automatic escaping is a key feature of Django’s template system, which considerably improves
the security of web applications produced with it (Baker, 2022).

The British Airways data breach: In 2018, British Airways was subject to a significant data
breach from a cyber attack linked to the Magecart group. The attackers used a vulnerability within
the web template framework used by the airline’s website. As highlighted by Aljaidi (2023), the
attackers injected malicious code into the website’s JavaScript library. The breach occurred because
the web template framework did not properly implement automatic escaping of user input, which
is a key mechanism to protect against XSS attacks. Rather, attackers were able to introduce mali-
cious scripts that collected users’ financial and personal information since user data was placed
directly into the web pages.

Comparison: The application of input sanitization is the main way that Django and the British
Airways scenario differ from one another. Django’s template system offers a strong protection
against XSS attacks through automatically escaping user input. The British Airways hack hap-
pened because its online template architecture lacked enough input sanitization. This allowed
hackers to take advantage of the system. As demonstrated in the British Airways case, this draws
attention to the vulnerability of online applications that do not automatically escape user input.

Principle 4: Parameterized Queries

Adobe: The leading software provider Adobe, stresses the use of parameterized queries to avoid
SQL injection attacks, which is a common technique used for data thefts. Adobe uses parameterized
queries to make sure that user inputs are handled solely as data and not executable code, according
to the Experience Platform documentation (Adobe, 2024). This method prevents hackers from
inserting malicious SQL code into input areas. The implementation of parameterized queries in the
case of the Adobe Experience Platform is done by binding input values from users to predefined
SQL query structures. For instance, Adobe’s platform employs placeholders and ties user input
to them at runtime rather than concatenating user input straight into a SQL expression. This way,
data is treated as a literal value, not as part of the SQL command, so malicious input cannot alter
the query’s logic or structure. So, even if an attacker attempts to inject malicious SQL code, it will
be treated as part of the data, preventing unauthorized database access.

Heartland Payment Systems data breach: There were a series of security weaknesses in Heart-
land Payment Systems’ systems that led to the 2009 data breach. In this attack, hackers stole
over 130 million credit card credentials. The main cause of the incident were the SQL injection
flaws that enabled attackers to get around security protections and obtain sensitive data from the
database. These vulnerabilities were mainly because of the outdated software used, inadequate
security measures, and incorrect input validation. Hackers used these vulnerabilities for several
months taking credit card information. Heartland’s systems were not adequately secured, even
though there were security best practices to stop SQL injection attacks, such using parameterized
queries and sanitizing input (Cingolani & Zamparini, 2019). The breach’s total financial impact
is projected to be over $300 million. The incident emphasizes the importance of more stringent
security standards and the use of safe coding approaches in payment processing systems to avoid
such vulnerabilities in the future (Philadelphia Federal Reserve, 2010).

Comparison: The fundamental distinction between Adobe’s and Heartland’s techniques is the
use of parameterized queries. Adobe successfully inhibits SQL injection attacks by constraining
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user inputs to preset SQL query structures using placeholders, which ensures that user input is
regarded as data rather than executable code. In contrast, Heartland’s system suffered from SQL
injection vulnerabilities due to the failure to use parameterized queries, which allowed attackers
to manipulate SQL queries by directly concatenating user input into the SQL statement. This
highlights the vulnerability of systems that do not implement parameterized queries, as seen in
the Heartland breach.

4. DISCUSSION

Effectiveness of secure by design: The study shows that SbD practices are effective in reducing
software vulnerabilities and enhancing system resilience. By integrating security measures early
in the development process, as suggested by McGraw (2006) and Howard and LeBlanc (2022),
risks are detected and handled before deployment. This proactive approach not only strengthens
systems but also aligns security initiatives with business objectives. By doing so, it enhances
stakeholder confidence and significantly lowers the likelihood of expensive security breaches, as
highlighted by Howard and Lipner (2006). Furthermore, SbD practice leads to reduced overall
costs of system lifetime. Addressing security concerns early in the development process reduces
the need for expensive repairs later on, claim Venson et al. (2019). Beyond the monetary rewards,
this strategy encourages the growth of an organization’s security-focused culture, guaranteeing
long-term gains and improving security management techniques.

Advantages: SbD offers a variety of benefits, including a notable reduction in software flaws, improved
system resilience, and cost efficiency throughout the software lifecycle. Addressing security concerns
during the initial development phases results in fewer incidents, thereby reducing the costs associ-
ated with patching, system downtime, and breach recovery (Howard & Lipner, 2006). According to
McGraw (20006), integrating security from the start will improve system’s overall security posture
and reduce the efforts for maintenance afterwards. According to Venson et al. (2019), companies
who use SbD techniques see lower long-term security costs and increased operational efficiency. In
addition to guaranteeing cost savings, this alignment of security with overarching business objectives
also reaffirms the organization’s dedication to upholding dependable and strong systems.

Challenges: Although SbD has several benefits, there are drawbacks as well. The significant
upfront cost of putting these processes into place is one of the main issues. It takes a lot of effort
to integrate security from the beginning. For businesses with tight funds or outdated technology,
this might be especially difficult (Howard & Lipner, 2006). Furthermore, the development team’s
proficiency is essential to the successful use of Secure by Design. It can take a lot of time and
effort to teach developers on safe coding standards (Shostack, 2014). According to Venson et al.
(2019), small and medium-sized businesses may find the initial outlay necessary for Secure by
Design procedures to be a major obstacle.

5. FUTURE RESEARCH DIRECTIONS

Looking ahead, there is an urgent need for more research to improve the application of Secure
by Design approaches. Future work should focus on creating more user-friendly tools and frame-
works that make it easier to integrate security early in the development process, especially for
smaller enterprises with low resources. Additional empirical research is crucial to objectively
assess the long-term success of SbD. Technology and threats advance rapidly, hence it is critical
to investigate how security needs also change and ensure that SbD stays flexible and responsive
to new challenges.
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6. CONCLUSION

Adopting SbD techniques is a very effective strategy for minimizing software vulnerabilities, increas-
ing system resilience, and assuring overall cost effectiveness. Organizations that integrate security
measures from the start of the software development lifecycle may manage risks in a proactive way,
connect security with business objectives, and increase stakeholder confidence. Despite the initial
investment and skill necessary, the long-term benefits, such as lower security expenditures, fewer
incidents, and a better security culture, far outweigh the hurdles. Finally, SbD leads to more secure,
efficient, and cost-effective systems, with major benefits for both enterprises and customers.
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