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Abstract: Microcontrollers are increasingly used in all aspects of modern 
life. In this paper, a microcontroller, a distance sensor, a sound alarm, C++ 
programming code, IoT, and a digital camera are used to build an intelligent 
and secure alarm system. All this to protect against unauthorized intruders in 
private buildings such as residential homes, government institutions, banks, 
commercial premises, businesses, and the like. In the case when the sensor 
identifies a suspicious movement, the system activates the alarm and a camera 
that captures the image of the intruder. At the same time, a real-time e-mail 
message is sent based on IoT, notifying the presence of an unauthorized intruder 
and the photos captured by the digital camera are stored in a folder for visual 
evidence. The distance sensor is able to detect movements at different distances 
within its observation perimeter. This intelligent IoT-based system increases 
security control to the maximum level by minimizing unauthorized access 
to high-security environments. The completion of the work will provide an 
efficient and highly reliable solution for protecting the environment against 
unauthorized intrusions.
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1.	 INTRODUCTION

The intelligent alarm system is an advanced and efficient solution for securing sensitive and 
high-security environments. It combines ultrasonic sensors, microcontrollers, buzzers, digital 

cameras, programming code, and IoT support to detect and respond to unauthorized intrusions 
into protected areas (Bowler et al., 2022).

This system identifies unauthorized motion within secured premises and, upon detecting an intru-
sion attempt, triggers a warning alarm to alert of the potential threat. Simultaneously, a digital 
camera captures images of the intruder and sends them to a predefined email address programmed 
into the system, enabling real-time and immediate notification of the event.

This work enables the replacement of traditional alarm methods by providing a higher level of 
security and efficiency in monitoring spaces such as homes, businesses, government offices, 
banks, and valuable material storage facilities (Jogdand et al., 2021).

Focusing on enhancing security and ease of use, this study contributes to the field of digital engi-
neering for intelligent security and monitoring systems. A thorough analysis of the benefits and 
challenges of this system will be conducted to better understand how the technologies employed 
can enhance security and safeguard both data and valuable assets in various environments. Security 
aspects are central to this work, as the system aims to prevent unauthorized access to facilities 
and provide a rapid response mechanism to any suspicious intrusion.
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1.1.	 The Purpose of the Study

The purpose of this study is to develop a digital and intelligent system for ensuring high-security 
protection of facilities, leveraging IoT technology. The system integrates an ultrasonic sensor for 
distance measurement, a keypad for password management, a digital camera, the Arduino Uno 
ATMEGA328P module with Internet-IoT access, and Sketch programming code loaded into the 
microcontroller’s memory. This digital system is designed to detect the presence of individuals 
near high-security facilities and activate alarms, thereby offering an additional layer of environ-
mental security. The advanced system allows users to easily manage passwords for activating and 
deactivating the alarm, providing a simple yet effective mechanism to safeguard their property. 
Users can set and change passwords as needed, ensuring complete control over the intelligent 
security system. When the sensors detect an individual within a specified distance, the alarm is 
automatically triggered, initiating an immediate response. At the same time, a live video is cap-
tured to document events, providing valuable evidence in case of incidents. This helps owners and 
relevant authorities monitor and review any suspicious activities that may occur on the premises. 
Furthermore, the system is equipped with IoT-based communication technology to send email 
notifications. In case of alarm activation, an instant notification is sent to the user’s email address, 
including a photo captured by the system’s digital camera. This ensures the owner is immediately 
informed of any suspicious activity and enables timely action. Simultaneously, information can be 
relayed to security institutions, independent licensed agencies for securing high-security facilities, 
and local police authorities (Hernandez et al., 2024).

1.2.	 Objectives of the Study

The objectives of this study are clear and focused, aiming to develop an intelligent digital system 
that addresses users’ needs for effective protection and surveillance of their facilities and spaces 
(Ibrahim, 2020). The key objectives are outlined as follows:

Development of the Security System - Create an integrated system incorporating ultrasonic sensors, 
a keypad, a digital camera, and IoT technologies connected to Arduino UNO and other devices 
for monitoring the environment and detecting the presence of moving individuals nearby.

Implementation of Password Management - Design a user interface that enables easy password 
management for activating and deactivating the alarm, providing a high level of security for users 
(Potortì et al., 2023).

Documentation and Study Significance - Produce comprehensive documentation detailing the 
development process, the technological solutions employed, and the significance of this system 
for users and society at large.

1.3.	 The Significance of the Study

This study holds particular importance in the context of security and surveillance in both resi-
dential and workplace environments. Some of the key aspects highlighting the significance of 
this project include:

Advancement of Intelligent Technologies. This study contributes to the advancement of surveil-
lance technology by integrating sensors and applications that enable a new level of intelligence 
in security systems. This promotes innovation and improves traditional surveillance methods.
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Simplification of Security Management. With a simple system for managing passwords and 
activating alarms, this study facilitates the security process for users, giving them greater control 
over protecting their property.

Education, Awareness and Integration of New Technologies. Through the documentation and promotion 
of this work, it provides an opportunity to educate users and society about the importance of tech-
nology in personal security and environmental surveillance through IoT. This system not only serves 
as a security solution but also as a platform to integrate new technologies such as video surveillance, 
intelligent sensors, and real-time IoT communication, creating opportunities for future developments.

Contribution to the Health and Well-being of the Community A safe environment is essential for the 
health and well-being of the community. By offering such a solution, this project helps create a safer 
environment for everyone, contributing to a more peaceful and protected society (Potortì et al., 2023).

2.	 INTEGRATION OF ULTRASONIC SENSORS AND MICROCONTROLLER 
COMPONENTS IN AUTOMATED SECURITY SYSTEMS

2.1.	 Ultrasonic Sensors 

Ultrasonic sensors operate by emitting high-frequency sound waves, which are reflected by moving 
objects in proximity. When a person enters the detection range, the reflected waves return to the 
sensor, which interprets this as movement by measuring the distance from the sensor. The sensor 
then triggers the alarm system. This technology is highly effective for detecting motion in vari-
ous security applications due to its ability to cover a wide area and accurately detect even slight 
movements (Gavali et al., 2024).

The use of ultrasonic sensors in security systems offers several benefits:
–	 Accuracy: They can detect movement with high precision by measuring the time it takes for 

sound waves to travel to an object and return.
–	 Non-Intrusiveness: Since ultrasonic sensors rely on sound waves rather than light or cameras, 

they can function effectively in low-light conditions or through obstacles such as walls.

The use of microcontrollers in alarm systems enables advanced and automated management, 
enhancing the overall functionality and efficiency of security measures. By integrating microcon-
trollers with ultrasonic sensors and other components, systems can perform tasks that go beyond 
simple detection, such as triggering alarms, sending real-time notifications, and even providing 
remote monitoring.

Alarm system and Buzzer: When the sensors detect movement, the system immediately triggers 
an alarm to warn of potential danger. This rapid activation ensures that any unauthorized access 
or intrusion is detected in real time, allowing for a quick response. 

Arduino Uno ATmega328P+ESP8266: It is an open-source microcontroller that is easily pro-
grammable in C or C++ and has access to the Wi-Fi Internet network. The Arduino Uno has 14 
digital input/output pins (6 of which can be used as PWM outputs), 6 analog inputs, a serial port 
(UART), a 16 MHz crystal oscillator, a USB connection for connecting to a computer and upload-
ing programs or sketches, and a 5 VDC power supply. Arduino Uno is ideal for both simple and 
advanced projects, offering an easy-to-use platform for developing various electronic and robotic 
applications within the IoT environment.



370

10th International Scientific-Business Conference LIMEN 2024
Conference Proceedings

Figure 1. Arduino Uno ATmega328p + ESP8266 WIFI tutorial
Source: Arduino Uno ATmega328P + ESP8266 tutorial (n.d.)

2.2.	 4X4 Matrix Keyboard 

A 4x4 keypad is an essential component in electronics and robotics systems, providing a simple 
way to input commands and information. It is designed to facilitate communication between the 
user and electronic devices, being widely used in hobby projects and professional applications. 
The keypad consists of a cluster of buttons arranged in a 4x4 matrix, which includes a total of 
16 buttons. This structure allows users to make selections and send commands through a simple 
and intuitive system. When a button is pressed, it generates a signal that determines the row and 
column combination, enabling accurate recognition of the command (Figure 2).

Figure 2. 4X4 Matrix Keyboard device
Source: Parallax (n.d.)

The 4X4 keypad is a powerful tool for any project that requires simple user interaction. It provides 
an effective and functional solution for a wide range of applications, making it a popular choice 
in the field of electronics and robotics. A 4x4 keypad consists of 16 keys arranged in a matrix of 
4 rows and 4 columns. Each key press connects a specific row with a specific column.

Pin Summary:
–	Total Pins: 8 (4 for rows and 4 for columns).
–	Row Pins: Connected to the input pins of the 

microcontroller.
–	Column Pins: Connected to the output pins of the 

microcontroller.
–	Row Pins:	 Column Pins:
–	Row 1 (R1)	 Column 1 (C1)
–	Row 2 (R2)	 Column 3 (C3)
–	Row 3 (R3)	 Column 4 (C4)
–	Row 4 (R4)

Key Press Detection Process
Scanning Process:
–	Set all column pins to LOW (ground).
–	Set one row pin to HIGH at a time (R1, R2, R3, 

R4).
–	Check the column pins to see which ones are 

LOW.

If a column pin reads LOW while a row pin is HIGH, the corresponding key has been pressed 
(Figure 3).

https://forum.arduino.cc/t/atmega328p-esp8266-wifi-tutorial/944380
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Figure 3. 4X4 Matrix Keyboard pins
Source: Components101 (2018)

Ultrasonic Sensors are widely used in applications for distance measurement and object detection 
(Jonathan et al., 2022). They operate by emitting ultrasonic waves and measuring the time it takes 
for the wave to be reflected off an object and return to the sensor. This information allows for the 
calculation of the distance between the sensor and the object (Figure 4). Key characteristics of 
ultrasonic sensors include:
•	 Operating Mode: They use ultrasonic waves to measure the distance from an object.
•	 Distance Range: They can measure distances from a few centimeters to several meters, 

depending on the model.
•	 Pulse Duration: Fast measurement speed, often achievable within a few milliseconds.
•	 Wave Emission: The sensor sends out an ultrasonic pulse.
•	 Reflection: The pulse hits the object and reflects back to the sensor.
•	 Time Measurement: The sensor measures the time it takes for the pulse to return.
•	 Distance Calculation: Knowing the speed of ultrasonic waves, the distance can be calculated 

using the formula:

d = t∙v/2	 (1)

d – The distance of the unauthorized person from the object, as measured by the sensor.
t – The time taken for the reflected wave to return to the sensor from the object. 
v – The speed of sound in air, which is: 

v = 343 m/s	 (2)

Figure 4. UltraSonic Sensor device
Source: AliExpress (n.d.)

Ultrasonic sensors typically have four pins:
•	 VCC: This pin connects to the power supply (usually 5V). Trig: This pin is used to send the 

signal to activate the sensor. A pulse of at least 10 microseconds on this pin will trigger the 

https://www.researchgate.net/scientific-contributions/Josephine-Selle-Jonathan-2238060912?_sg%5B0%5D=lhENA1hLhD-VUXpbnCf5nhd0Ehi03rfHrvIN0KoKVQOSXakhllZDT-7g8VWOVjM7-HcRS1I.aO9rNEduRs3RsToOeUNiXb8FpIxgT3PU1ANBAGM1-h0aDrYe0i0ddt5uGDKPAGjTyOFZdGpqDQ9RfPnPkjVUxA&_sg%5B1%5D=VlK9KzW-Ilb7rCIGd65D_s6rUBCKqJqnGj0eIxUeAsoOo_lkNH4tnYWGVHhZ_HxnGDiRmes.tDPr2iUirwbbQDs29BE3YgIg6xuPqVlBaKBW8PrPgbR-nPGbRPz7o7zuKWdRWsP03Tv7YDPIodmmF0eVJR2m2w&_tp=eyJjb250ZXh0Ijp7ImZpcnN0UGFnZSI6InB1YmxpY2F0aW9uIiwicGFnZSI6InB1YmxpY2F0aW9uIiwicG9zaXRpb24iOiJwYWdlSGVhZGVyIn19


372

10th International Scientific-Business Conference LIMEN 2024
Conference Proceedings

sensor to emit ultrasonic waves. Echo: This pin returns the time of the reflected ultrasonic wave. 
It will provide a high signal for the duration of the round-trip time. GND: This pin connects to 
the ground (GND) of the system.

Ultrasonic sensors are widely used in:
–	 Robotics: For navigation and obstacle avoidance.
–	 Autonomous vehicles: For object detection and distance measurement.
–	 Security systems: As motion detectors. 
–	 Parking systems: To assist with vehicle parking.

Ultrasonic sensors are an efficient and reliable solution for distance measurement, offering high 
accuracy and performance across many applications (Khaleel et al., 2024).

Figure 5. UltraSonic Sensor pins
Source: Nerokas (n.d.)

This pin configuration of ultrasonic sensors facilitates easy connection and communication with 
microprocessors, enabling them to perform accurate distance measurements for various applications.

2.3.	 Led, Resistor and Buzzer 

Resistors: These electrical components are essential for managing the current flowing through the 
LED diodes and the buzzer, preventing damage from currents with higher intensity than they can 
handle (What is resistor, 2020). Red LED: This LED emits red light and serves as a visual signaling 
indicator (The Light Emitting Diode, 2024). It is suitable for situations where a specific state needs to be 
indicated, such as the activation of an alarm or the operational status of a device. (Pandini et al., 2024).

Buzzer: This component has the ability to produce sound and is suitable for acoustic signaling. It 
is often used to draw the user’s attention in various situations, such as security alarms or special 
notifications. The buzzer provides a loud and clear signal that is easy to hear, making it useful in 
noisy environments, as shown in Figure 6.

Figure 6. Led devices, Resistor dhe Buzzer
Source: Activate Buzzer and LED using LDR and Arduino (n.d.)
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The OV7670 digital camera module takes photographs when a moving person is detected within 
the ultrasonic sensor’s monitoring perimeter. The captured photo is stored in the system’s memory 
and sent to the email address.

Figure 7. Digital camera module OV7670
Source: Arducam (n.d.)

A diagram of the electronic circuit construction for connecting the Arduino Uno module and the 
OV7670 digital camera module is shown in Figure 8.

Figure 8. The diagram of the electronic circuit construction Arduino+Camera OV7670
Source: Pandit (2019)

3.	 THE ELECTRONIC SCHEMATIC OF THE CONNECTIONS  
OF OTHER ELECTRONIC COMPONENTS 

This electronic schematic illustrates the connection of a smart alarm system, which uses an Arduino 
Uno R3 module with IoT internet access. The main components used in this system include an ultra-
sonic sensor for measuring distance, a buzzer for acoustic signaling, a keypad that allows the user 
to input a code to change the password, as well as to stop or activate the alarm system, and resistors 
that are used to protect the LEDs by limiting the current flowing through them and preventing LED 
damage (Mustafa et al., 2023). 

Figure 9. Diagram of the alarm system based on distance during movement
Source: Diagram drawn by the authors of the paper



374

10th International Scientific-Business Conference LIMEN 2024
Conference Proceedings

In the case where the sensors detect the presence of a person, the system not only activates the alarm 
but also sends a notification email and saves an image to document the event. This solution provides 
an intuitive interface with visual and acoustic signals to inform the user about the system’s status, 
while simultaneously sending a message and photo to an official email address defined in the pro-
gram code written in C++, referred to as the Sketch Figure 9.

The complete implementation code:
	 #include <ESP8266WiFi.h> //WiFi.h for ESP32
	 #include <NewPing.h> //sensor HC-SR04
	 #include <keypad.h> //Keyboard 4X4
	 #include <EEPROM.h> //For saving passwords
	 #include <OV7670.h> //Digital camera OV7670 	
	 #include <SMTPClient.h> //Sending emails
	 // Definitions for ultrasonic sensor
	 #define TRIG _ PIN 9
	 #define ECHO _ PIN 10
	 #define MAX _ DISTANCE 200
	 NewPing sonar(TRIG _ PIN, ECHO _ PIN, MAX _ DISTANCE);
	 //Definitions for LED and Buzzer
	 #define LED _ PIN 11
	 #define BUZZER _ PIN 12
	 // Keyboard 4X4
	 const byte ROWS = 4;
	 const byte ROWS = 4;
	 char keys[ROWS][COLS] = {
	 {‘1’, ‘2’, ‘3’, ‘A’},
	 {‘4’, ‘5’, ‘6’, ‘B’},
	 {‘7’, ‘8’, ‘9’, ‘C’},
	 {‘*’’, ‘0’, ‘#’’, ‘D’}, };
	 byte rowPins[RROWS] = {1, 2, 3, 4};
	 byte colPins[COLS] = {5, 6, 7, 8};
	 Keypad keypad = Keypad(makeKeymap(keys), rowPins, cplPins, ROWS, COLS);
	 // Wi-Fi dhe e-mail
	 Const char* ssid = “SSID _ YOUR _ WIFI”;
	 Const char* password = “PASSWORD _ your _ wifi”;
	 SMTPClient emailClient;
	 Void sendEmail(){
	 emailClient.setServer(“smtp.gmail.com”, 465);
	 emailClient.setLogin(your _ email@gmail.com”), “your _ email _ password”);
	 emailClient.setSender(“Arduino”, “your _ email@gmail.com);
	 emailClient.setRecipient(“Ragmi Mustafa”, 
	 “ragmi.mustafa@uni-gjilan.net”);
	 emailClient.setSubject(“Someone is in front of the door”);
	 emailClient.setMessage(“Someone is in front of the door. Check camera 

for details.”);
	 emailClient.send();}
	 void setup(){
	 serial.begin(9600); // Configuration for electronic components
	 pinMode(LED _ PIN, OUTPUT);
	 pinMode(BUZZER _ PIN, OUTPUT);
	 // Lidhja me Wi-Fi
	 WiFi.begin(ssid, password);
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	 While(WiFi.status()!=WL _ CONNECTED)
{
	 Delay(500);
	 Serial.print(“.”);
}
Serial.println(“\Wi-Fi u lidh”);
	 }
	 Void loop(){
	 // Reading the distance of a person from the sensor 
	 int distance = sonar.ping _ cm();
	 if(distance > 0 && distance <= 50) {
	 // Ndriço Led dhe aktivizo Buzzer
	 digitalWrite(LED _ PIN, HIGH);
	 digitalWritr(BUZZER _ PIN,HIGH);
	 delay(500);
	 digitalWrite(LED _ PIN, LOW);
	 digitalWritr(BUZZER _ PIN,LOW);
	 // Photo attached and sending email
	 sendEmail();
	 delay(5000); //Waot 5 seconds before repeating
	 }
}

This program code or sketch develops an integrated security monitoring system that utilizes face 
detection near the sensor, communication with Arduino, and sends notifications via email, backed 
by the robust support of IoT. It also stores the captured images locally in memory and includes 
functionality for changing the password and disabling the alarm through the password.
•	 Initialization: Connecting to the Arduino board on COM3 port with a baud rate of 9600 and 

starting video capture with a resolution of 640x480 pixels. Setting the initial background 
size and color.

•	 Main loop: Reading the current frame from the camera and checking the alarm status and 
distance from the object. The background changes based on the activation of the alarm or 
low distance. A radar is drawn to display the different distances, and the dot’s position is 
drawn based on the angle and distance (Kamelia et al., 2018).

•	 Unauthorized Person Detection: When the distance is less than or equal to 50 [cm], the alarm 
is triggered, and a message “INTRUDER” is displayed. A photo is taken and saved to a folder 
in memory every time an unauthorized person is detected. (Verma, 2021).

•	 Sending E-mail: An email is automatically sent with a notification when the alarm is active. 
The captured photo is stored in memory. The email contains information about the intrusion 
event. (JFT Atmaja, MW Sari, 2021).

•	 Password management and Resource management: The old and new passwords are dis-
played on the screen and updated according to the data from Arduino. When the user stops 
the program, all resources (camera and video files) are released to ensure that no resource 
remains active Figure 10.

Additional Features:
•	 Visualization: A grid design is integrated into the background to enhance the visual aesthetics.
•	 Alarm Shutdown: The alarm is reset after a specified period if no other intruders are detected.
•	 Image Capture: The save Image function handles saving images to a specific folder, with 

filenames based on the capture time.
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Figure 10. Visual View and Real-time Notification Sending 
Source: Figure extracted from the built intelligent digital system

Simple control via a keypad provides the ability to manage passwords and easily activate or 
deactivate the alarm. Specifically, sending messages to an email address using IoT enhances this 
responsiveness.

Challenges and Opportunities for Improvement: Correction of False Alarms: Sensors can be 
sensitive to small movements or external conditions. Proper calibration is necessary to minimize 
unnecessary alarms. Integration with Other Technologies: The ability to connect with cameras or 
other sensors would enhance the system, providing a more comprehensive approach to security. In 
conclusion, this alarm system offers an innovative and reliable solution for security monitoring, 
significantly enhancing the protection of spaces. Its implementation can provide peace of mind 
and security for users, creating a safer environment.

Definitions of the paper. The preparation of this paper has been challenged by the lack of literature in 
the field of intelligent access systems and security technologies, particularly in the context of facial 
recognition and other technological advancements. Essential information for a deeper understanding 
of these topics is often scarce in local sources. The limitation of information, caused by the confiden-
tiality policies of companies providing equipment and services for such systems, has made it difficult 
to gather detailed and reliable data. To ensure a comprehensive and sustainable analysis, attention 
has been focused on reputable scientific sources and globally available data (Pawar et al., 2023). 

4.	 CONCLUSION 

In conclusion, this paper presents an innovative solution for security management through an 
advanced alarm system that incorporates sensors, cameras, buzzers, and keypads. The system is 
designed to provide a high level of security by identifying and responding to unauthorized activities 
in real time, thereby eliminating delays that can occur during access control. The proposed system 
integrates various components, such as ultrasonic sensors for distance measurement, buzzers for 
audible alerts, digital cameras for capturing images, and keypads for password entry, ensuring an 
efficient and user-friendly operation. This integration of technologies offers a clear and intuitive 
interface, enabling users to manage the alarm and control access with ease. The implementation 
of algorithms for password verification and alarm activation ensures reliable protection for sen-
sitive environments (Mustafa et al., 2021). This paper contributes to the advancement of security 
technologies by offering a comprehensive and tested model for alarm systems, ensuring that 
environments are continuously protected and monitored.
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5.	 RECOMMENDATIONS

This paper provides a strong foundation for improving security systems in sensitive environments 
such as banks, hospitals, government institutions, warehouses with hazardous explosive materials, 
and businesses requiring high levels of security. By carefully analyzing the advantages and limitations 
of this system, it contributes to the development of more efficient and reliable security technologies. 
Such scientific work serves as a tool to raise user awareness about the benefits and challenges of new 
security technologies. When used ethically and responsibly, these technologies can significantly 
enhance the security and functionality of security systems across a wide range of applications and 
environments. In conclusion, this paper not only offers a practical model for advanced security systems 
but also opens opportunities for further research in this field, contributing to continuous innovation 
and the improvement of security standards for all.
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